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(ii) When information that is the sub-
ject of a statement of dispute is subse-
quently disclosed, the OSD Compo-
nent’s designated official shall note
which information is disputed and pro-
vide a copy of the individual’s state-
ment.

(2) The OSD Component shall include
a brief summary of its reasons for not
making a correction when disclosing
disputed information. Such statement
shall normally be limited to the rea-
sons given to the individual for not
amending the record.

(3) Copies of the OSD Component’s
summary will be treated as part of the
individual’s record; however, it will not
be subject to the amendment procedure
outlined in paragraph (c)(3)(iii) of this
section.

(e) Penalties—(1) Civil action. (i) An in-
dividual may file a civil suit against
the United States and may recover
damages, for:

(A) Refusal to amend a record.

(B) Improper denial of the access to a
record.

(C) Failure to maintain an accurate,
relevant, timely, and complete record
that is used to make determinations
adverse to the individual.

(ii) An individual may also file a suit
against the United States for failure to
implement a provision of the Privacy
Act when such failure leads to an ad-
verse determination.

(iii) If the individual’s suit is upheld,
the court may direct the United States
to pay the court costs and attorney’s
fees.

(2) Criminal action. (i) Criminal pen-
alties may be imposed against an OSD
officer or employee for certain offenses
listed in section (i) of the Privacy Act,
as follows: willful unauthorized disclo-
sure of protected information in the
records; failure to publish a notice of
the existence of a record system in the
FEDERAL REGISTER; requesting or gain-
ing access to the individual’s record
under false pretenses.

(ii) An OSD officer or employee may
be fine up to $5,000 for a violation as
outlined in paragraph (e)(2)(i) of this
section.

(3) Litigation status sheet. Whenever a
complaint citing 5 U.S.C. 552a is filed
in a U.S. District Court against the De-
partment of Defense, a DoD compo-
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nent, or any DoD employee, the respon-
sible system manager shall promptly
notify the Defense Privacy Office. The
litigation status sheet in DoD 5400.1I-R
provides a standard format for this no-
tification. (The initial litigation status
sheet shall, as a minimum, provide the
information required by items 1.
through 6.) A revised litigation status
sheet shall be provided at each stage of
the litigation. When a court renders a
formal opinion or judgment, copies of
the judgment or opinion shall be pro-
vided to the Defense Privacy Office
with the litigation status sheet report-
ing that judgment or opinion.

(f) Computer matching programs. Para-
graph B of Chapter 11 of DoD 5400.11-R
prescribes that all requests for partici-
pation in a matching program (either
as a matching agency or a source agen-
cy) be submitted to the Defense Pri-
vacy Office for review and compliance.
OSD Components shall submit these re-
quest through the Directives and
Records Division.

[64 FR 22785, Apr. 28, 1999; 64 FR 27694, May
21, 1999]

§311.7 Information requirements.

The Defense Privacy Office shall es-
tablish requirements and deadlines for
DoD privacy reports. These reports
shall be licensed in accordance with
DoD Directive 8910.1.5

§311.8 Procedures for exemptions.

(a) General information. The Secretary
of Defense designates those Office of
the Secretary of Defense (OSD) sys-
tems of records which will be exempt
from certain provisions of the Privacy
Act. There are two types of exemp-
tions, general and specific. The general
exemption authorizes the exemption of
a system of records from all but a few
requirements of the Act. The specific
exemption authorizes exemption of a
system of records or portion thereof,
from only a few specific requirements.
If an OSD Component originates a new
system of records for which it proposes
an exemption, or if it proposes an addi-
tional or new exemption for an existing
system of records, it shall submit the
recommended exemption with the
records system notice as outlined in

5See footnote 2 to §311.1.
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§311.6. No exemption of a system of
records shall be considered automatic
for all records in the system. The sys-
tems manager shall review each re-
quested record and apply the exemp-
tions only when this will serve signifi-
cant and legitimate Government pur-
pose.

(b) General exemptions. The general
exemption provided by b5 TU.S.C.
5b2a(j)(2) may be invoked for protection
of systems of records maintained by
law enforcement activities. Certain
functional records of such activities
are not subject to access provisions of
the Privacy Act of 1974. Records identi-
fying criminal offenders and alleged of-
fenders consisting of identifying data
and notations of arrests, the type and
disposition of criminal charges, sen-
tencing, confinement, release, parole,
and probation status of individuals are
protected from  disclosure. Other
records and reports compiled during
criminal investigations, as well as any
other records developed at any stage of
the criminal law enforcement process
from arrest to indictment through the
final release from parole supervision
are excluded from release.

(1) System identifier and name: DWHS
P42.0, DPS Incident Reporting and In-
vestigations Case Files.

(i) Exemption. Portions of this system
that fall within 5 U.S.C. 552a(j)(2) are
exempt from the following provisions
of 5 U.S.C. 552a, Sections (¢) (3) and (4);
(d)A) through (d)(®); (e)1) through
(©)(3); (e)(®); (H() through (£)(5); (g)(1)
through (g)(5); and (h) of the Act.

(ii) Authority: 5 U.S.C. 552a(j)(2).

(iii) Reason: The Defense Protective
Service is the law enforcement body for
the jurisdiction of the Pentagon and
immediate environs. The nature of cer-
tain records created and maintained by
the DPS requires exemption from ac-
cess provisions of the Privacy Act of
1974. The general exemption, 5 U.S.C.
5b2a(j)(2), is invoked to protect ongoing
investigations and to protect from ac-
cess criminal investigation informa-
tion contained in this record system,
s0 as not to jeopardize any subsequent
judicial or administrative process
taken as a result of information con-
tained in the file.

32 CFR Ch. | (7-1-08 Edition)

(2) System identifier and name:
JS006.CND, Department of Defense
Counternarcotics C4I System.

(i) Exemption: Portions of this sys-
tem that fall within 5 U.S.C. 552a(j)(2)
are exempt from the following provi-
sions of 5 U.S.C. 552a, section (¢) (3) and
(4); (A)1) through (d)(5); (e)(1) through
(©)(3); (e)()(G) and (e)(D)(H); (e)(5); (H(1)
through (f)(5); (g)(1) through (g)(5) of
the Act.

(i1) Authority: 5 U.S.C. 552a(j)(2).

(iii) Reason: From subsection (c)(3)
because the release of accounting of
disclosure would inform a subject that
he or she is under investigation. This
information would provide consider-
able advantage to the subject in pro-
viding him or her with knowledge con-
cerning the nature of the investigation
and the coordinated investigative ef-
forts and techniques employed by the
cooperating agencies. This would
greatly impede USSOUTHCOM’s crimi-
nal law enforcement.

(iv) For subsections (c)(4) and (d) be-
cause notification would alert a subject
to the fact that an investigation of
that individual is taking place, and
might weaken the on-going investiga-
tion, reveal investigatory techniques,
and place confidential informants in
jeopardy.

(v) From subsections (e)(4) (G) and
(H) because this system of records is
exempt from the access provisions of
subsection (d) pursuant to subsection
.

(vi) From subsection (f) because the
agency’s rules are inapplicable to those
portions of the system that are exempt
and would place the burden on the
agency of either confirming or denying
the existence of a record pertaining to
a requesting individual might in itself
provide an answer to that individual
relating to an on-going criminal inves-
tigation. The conduct of a successful
investigation leading to the indictment
of a criminal offender precludes the ap-
plicability of established agency rules
relating to verification of record, dis-
closure of the record to that individual,
and record amendment procedures for
this record system.

(vii) For compatibility with the ex-
emption claimed from subsection (f),
the civil remedies provisions of sub-
section (g) must be suspended for this
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record system. Because of the nature of
criminal investigations, standards of
accuracy, relevance, timeliness and
completeness cannot apply to this
record system. Information gathered in
criminal investigations is often frag-
mentary and leads relating to an indi-
vidual in the context of one investiga-
tion may instead pertain to a second
investigation.

(viii) From subsection (e)(1) because
the nature of the criminal investiga-
tive function creates unique problems
in prescribing a specific parameter in a
particular case with respect to what in-
formation is relevant or necessary.
Also, due to USSOUTHCOM'’s close liai-
son and working relationships with the
other Federal, as well as state, local
and foreign country law enforcement
agencies, information may be received
which may relate to a case under the
investigative jurisdiction of another
agency. The maintenance of this infor-
mation may be necessary to provide
leads for appropriate law enforcement
purposes and to establish patterns of
activity which may relate to the juris-
diction of other cooperating agencies.

(ix) From subsection (e)(2) because
collecting information to the greatest
extent possible directly from the sub-
ject individual may or may not be
practicable in a criminal investigation.
The individual may choose not to pro-
vide information and the law enforce-
ment process will rely upon significant
information about the subject from
witnesses and informants.

(x) From subsection (e)(3) because
supplying an individual with a form
containing a Privacy Act Statement
would tend to inhibit cooperation by
many individuals involved in a crimi-
nal investigation. The effect would be
somewhat inimical to established in-
vestigative methods and techniques.

(xi) From subsection (e)(5) because
the requirement that records be main-
tained with attention to accuracy, rel-
evance, timeliness, and completeness
would unfairly hamper the criminal in-
vestigative process. It is the nature of
criminal law enforcement for inves-
tigations to uncover the commaission of
illegal acts at diverse stages. It is fre-
quently impossible to determine ini-
tially what information is accurate,
relevant, timely, and least of all com-
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plete. With the passage of time, seem-
ingly irrelevant or untimely informa-
tion may acquire new significant as
further investigation brings new de-
tails to light.

(xii) From subsection (e)(8) because
the notice requirements of this provi-
sion could present a serious impedi-
ment to criminal law enforcement by
revealing investigative techniques,
procedures, and existence of confiden-
tial investigations.

(c) Specific exemptions. All systems of
records maintained by any OSD Com-
ponent shall be exempt from the re-
quirements of 5 U.S.C. 552a(d) pursuant
to subsection (k)(1) of that section to
the extent that the system contains
any information properly classified
under Executive Order 11265, ‘National
Security Information,” dated June 28,
5562a(d) pursuant to subsection (k)(1) of
that section to the extent that the sys-
tem contains any information properly
classified under E.O. 11265, ‘National
Security Information,” dated June 28,
1979, as amended, and required by the
Executive Order to be kept classified in
the interest of national defense or for-
eign policy. This exemption, which
may be applicable to parts of all sys-
tems of records, is necessary because
certain record systems not otherwise
specifically designated for exemptions
may contain isolated information
which has been properly classified. The
Secretary of Defense has designated
the following OSD system of records
described below specifically exempted
from the appropriate provisions of the
Privacy Act pursuant to the designated
authority contained therein:

(1) System identifier and name: DGC 16,
Political Appointment Vetting Files.

(i) Exemption. Portions of this system
of records that fall within the provi-
sions of 5 U.S.C. 552a(k)(b) may be ex-
empt from the following subsections
(d)(1) through (d)(5).

(i1) Authority. 5 U.S.C. 552a(k)(5).

(iii) Reasons. From (d)(1) through
(d)(b) because the agency is required to
protect the confidentiality of sources
who furnished information to the Gov-
ernment under an expressed promise of
confidentiality or, prior to September
27, 1975, under an implied promise that
the identity of the source would be
held in confidence. This confidentiality
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is needed to maintain the Govern-
ment’s continued access to information
from persons who otherwise might
refuse to give it. This exemption is
limited to disclosures that would re-
veal the identity of a confidential
source.

(2) System identifier and name: DWHS
P28, The Office of the Secretary of De-
fense Clearance File.

(i) Exemption. This system of records
is exempt from subsections (c)(3) and
(d) of 5 U.S.C. 552a, which would re-
quire the disclosure of investigatory
material compiled solely for the pur-
pose of determining access to classified
information but only to the extent
that disclosure of such material would
reveal the identity of a source who fur-
nished information to the Government
under an expressed promise that the
identity of the source would be held in
confidence or, prior to September 27,
1975, under an implied promise that the
identity of the source would be held in
confidence. A determination will be
made at the time of the request for a
record concerning the specific informa-
tion which would reveal the identity of
the source.

(ii) Authority. 5 U.S.C. 552a(k)(5).

(iii) Reasons. This exemption is re-
quired to protect the confidentiality of
the sources of information compiled for
the purpose of determining access to
classified information. This confiden-
tiality helps maintain the Govern-
ment’s continued access to information
from persons who would otherwise
refuse to give it.

(3) System identifier and name: DGC 04,
Industrial Personnel Security Clear-
ance Case Files.

(i) Exemption. All portions of this sys-
tem which fall under 5 U.S.C. 552a(k)(5)
are exempt from the following provi-
sions of Title 5 U.S.C. 552a: (¢)(3); (d).

(i1) Authority. 5 U.S.C. 552a(k)(5).

(iii) Reasons. This system of records
is exempt from subsections (c¢)(3) and
(d) of section 552a of 5 U.S.C. which
would require the disclosure of inves-
tigatory material compiled solely for
the purpose of determining access to
classified information, but only to the
extent that the disclosure of such ma-
terial would reveal the identity of a
source who furnished information to
the Government under an expressed

32 CFR Ch. | (7-1-08 Edition)

promise that the identity of the source
would be held in confidence, or prior to
September 27, 1975, under an implied
promise that the identity of the source
would be held in confidence. A deter-
mination will be made at the time of
the request for a record concerning
whether specific information would re-
veal the identity of a source. This ex-
emption is required in order to protect
the confidentiality of the sources of in-
formation compiled for the purpose of
determining access to classified infor-
mation. This confidentiality helps
maintain the Government’s continued
access to information from persons
who would otherwise refuse to give it.

(4) System identifier and name: DWHS
P32, Standards of Conduct Inquiry File.

(1) Ezxemption. This system of records
is exempted from subsections (¢)(3) and
(d) of 5 U.S.C. 552a, which would re-
quire the disclosure of: Investigatory
material compiled for law enforcement
purposes; or investigatory material
compiled solely for the purpose of de-
termining suitability, eligibility, or
qualifications for Federal civilian em-
ployment, military service, or Federal
contracts, but only to the extent that
the disclosure of such material would
reveal the identity of a source who fur-
nished information to the Government
under an express promise or, prior to
September 27, 1975, under an implied
promise that the identity of the source
would be held in confidence. If any in-
dividual is denied any right, privilege,
or benefit that he would otherwise be
entitled by Federal law, or otherwise
be eligible, as a result of the mainte-
nance of investigatory material com-
piled for law enforcement purposes, the
material shall be provided to that indi-
vidual, except to the extent that its
disclosure would reveal the identity of
a source who furnished information to
the Government under an express
promise or, prior to September 27, 1975,
under an implied promise that the
identity of the source would be held in
confidence. At the time of the request
for a record, a determination will be
made concerning whether a right,
privilege, or benefit is denied or spe-
cific information would reveal the
identity of a source.

(i1) Authority. 5 U.S.C. 552a(k) (2) and
(5).
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(iii) Reasons. These exemptions are
necessary to protect the confiden-
tiality of the records compiled for the
purpose of: enforcement of the conflict
of interest statutes by the Department
of Defense Standards of Conduct Coun-
selor, General Counsel, or their des-
ignees; and determining suitability,
eligibility or qualifications for Federal
civilian employment, military service,
or Federal contracts of those alleged to
have violated or caused others to vio-
late the Standards of Conduct regula-
tions of the Department of Defense.

(5) System identifier and name: DUSDP
02, Special Personnel Security Cases.

(i) Exemption: All portions of this sys-
tem which fall under 5 U.S.C. 552a(k)(5)
are exempt from the following provi-
sions of 5 U.S.C. 5562a: (¢)(3); (d).

(ii) Authority: 5 U.S.C. 552a(k)(5).

(iii) Reasons: This system of records
is exempt from subsections (c)(3) and
(d) of 5 U.S.C. 5652a which would require
the disclosure of investigatory mate-
rial compiled solely for the purpose of
determining access to classified infor-
mation, but only to the extent that the
disclosure of such material would re-
veal the identity of a source who fur-
nished information to the Government
under an expressed promise that the
identity of the source would be held in
confidence or, prior to September 27,
1975, under an implied promise that the
identity of the source would be held in
confidence. A determination will be
made at the time of the request for a
record concerning whether specific in-
formation would reveal the identity of
a source. This exemption is required in
order to protect the confidentiality of
the sources of information compiled for
the purpose of determining access to
classified information. This confiden-
tiality helps maintain the Govern-
ment’s continued access to information
from persons who would otherwise
refuse to give it.

(6) System identifier and name: DODDS
02.0, Educator Application Files.

(i) Exemption. All portions of this sys-
tem which fall within 5 TU.S.C.
552a(k)(b) may be exempt from the fol-
lowing provisions of 5 TU.S.C. b552a:
(©)(3); (d).

(ii) Authority. 5 U.S.C. 552a(k)(5).

(iii) Reasons. It is imperative that the
confidential nature of evaluation and
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investigatory material on teacher ap-
plication files furnished the Depart-
ment of Defense Dependent Schools
(DoDDS) under promises of confiden-
tiality be exempt from disclosure to
the individual to insure the candid
presentation of information necessary
to make determinations involving ap-
plicants suitability for DoDDS teach-
ing positions.

(7) System identifier and name: DGC
20, DoD Presidential Appointee Vetting
File.

(i) Exemption: Investigatory mate-
rial compiled solely for the purpose of
determining suitability, eligibility, or
qualifications for federal civilian em-
ployment, military service, federal
contracts, or access to classified infor-
mation may be exempt pursuant to 5
U.S.C. 552a(k)(5), but only to the extent
that such material would reveal the
identity of a confidential source. Por-
tions of this system of records that
may be exempt pursuant to 5 U.S.C.
5562a(k)(b) are subsections (d)(1) through
(@)(5).

(i1) Authority: 5 U.S.C. 552a(k)(5).

(iii) Reason: From (d)(1) through
(d)(b) because the agency is required to
protect the confidentiality of sources
who furnished information to the gov-
ernment under an expressed promise of
confidentiality or, prior to September
27, 1975, under an implied promise that
the identity of the source would be
held in confidence. This confidentiality
is needed to maintain the Govern-
ment’s continued access to information
from persons who otherwise might
refuse to give it.

(8) System identifier and name: DWHS
P29, Personnel Security Adjudications
File.

(i) Exemption: Portions of this system
of records that fall within the provi-
sions of 5 U.S.C. 552a(k)(b) may be ex-
empt from the following subsections
(d)(1) through (d)(5).

(i1) Authority: 5 U.S.C. 552a(k)(5).

(iii) Reasons. From (d)(1) through
(d)(b) because the agency is required to
protect the confidentiality of sources
who furnished information to the Gov-
ernment under an expressed promise of
confidentiality or, prior to September
27, 1975, under an implied promise that
the identity of the source would be
held in confidence. This confidentiality
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is needed to maintain the Govern-
ment’s continued access to information
from persons who otherwise might
refuse to give it. This exemption is
limited to disclosures that would re-
veal the identity of a confidential
source. At the time of the request for a
record, a determination will be made
concerning whether a right, privilege,
or benefit is denied or specific informa-
tion would reveal the identity of a
source.

9) System identifier and name:
JS004SECDIV, Joint Staff Security
Clearance Files.

(1) Exemption: Portions of this system
of records are exempt pursuant to the
provisions of 5 U.S.C. 552a(k)(5) from
subsections 5 U.S.C. 552a(d)(1) through
(AD)(5).

(ii) Authority: 5 U.S.C. 552a(k)(5).

(iii) Reasons: From subsections (d)(1)
through (d)(5) because the agency is re-
quired to protect the confidentiality of
sources who furnished information to
the government under an expressed
promise of confidentiality or, prior to
September 27, 1975, under an implied
promise that the identity of the source
would be held in confidence. This con-
fidentiality is needed to maintain the
Government’s continued access to in-
formation from persons who otherwise
might refuse to give it. This exemption
is limited to disclosures that would re-
veal the identity of a confidential
source. At the time of the request for a
record, a determination will be made
concerning whether a right, privilege,
or benefit is denied or specific informa-
tion would reveal the identity of a
source.

(10) System identifier and name: DFMP
26, Vietnamese Commando Compensa-
tion Files.

(i) Exemption: Information classified
under E.O. 12958, as implemented by
DoD 5200.1-R, may be exempt pursuant
to 5 U.S.C. 652a(k)(1).

(ii) Authority: 5 U.S.C. 552a(k)(1).

(iii) Reasons: From subsection 5
U.S.C. bb2a(d) because granting access
to information that is properly classi-
fied pursuant to E.O. 12958, as imple-
mented by DoD 5200.1-R, may cause
damage to the national security.

(11) System identifier and name: DUSP
11, POW/Missing Personnel Office Files.
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(i) Exemption: Information classified
under E.O. 12958, as implemented by
DoD 5200.1-R, may be exempt pursuant
to 5 U.S.C. 552a(k)(1).

(ii) Authority: 5 U.S.C. 552a(k)(1).

(iii) Reasons: From subsection 5
U.S.C. 552a(d) because granting access
to information that is properly classi-
fied pursuant to E.O. 12958, as imple-
mented by DoD 5200.1-R, may cause
damage to the national security.

(12) System identifier and name:
DFOISR 05, Freedom of Information
Act Case Files.

(i) Exemption: During the processing
of a Freedom of Information Act re-
quest, exempt materials from other
systems of records may in turn become
part of the case record in this system.
To the extent that copies of exempt
records from those ‘other’ systems of
records are entered into this system,
the Office of the Secretary of Defense
claims the same exemptions for the
records from those ‘other’ systems that
are entered into this system, as
claimed for the original primary sys-
tem of which they are a part.

(i) Awuthority: 5 U.S.C. 552a(j)(2),
&)1, (k)(2), (K)(3), (k)(4), (kK)(5), (k)(6),
and (kK)(7).

(iii) Reasons: Records are only ex-
empt from pertinent provisions of 5
U.S.C. 552a to the extent such provi-
sions have been identified and an ex-
emption claimed for the original record
and the purposes underlying the ex-
emption for the original record still
pertain to the record which is now con-
tained in this system of records. In
general, the exemptions were claimed
in order to protect properly classified
information relating to national de-
fense and foreign policy, to avoid inter-
ference during the conduct of criminal,
civil, or administrative actions or in-
vestigations, to ensure protective serv-
ices provided the President and others
are not compromised, to protect the
identity of confidential sources inci-
dent to Federal employment, military
service, contract, and security clear-
ance determinations, to preserve the
confidentiality and integrity of Fed-
eral testing materials, and to safeguard
evaluation materials used for military
promotions when furnished by a con-
fidential source. The exemption rule
for the original records will identify
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the specific reasons why the records
are exempt from specific provisions of 5
U.S.C. 552a.

(13) System identifier and name:
DFOISR 10, Privacy Act Case Files.

(i) Exemption: During the processing
of a Privacy Act request (which may
include access requests, amendment re-
quests, and requests for review for ini-
tial denials of such requests), exempt
materials from other systems of
records may in turn become part of the
case record in this system. To the ex-
tent that copies of exempt records from
those ‘other’ systems of records are en-
tered into this system, the Office of the
Secretary of Defense hereby claims the
same exemptions for the records from
those ‘other’ systems that are entered
into this system, as claimed for the
original primary system of which they
are a part.

(i) Awuthority: 5 U.S.C. 552a(j)(2),
X&)(D), (k)(2), (K)(3), (k)(4), (kK)(5), (k)(6),
and (kK)(7).

(iii) Records are only exempt from
pertinent provisions of 5 U.S.C. 552a to
the extent such provisions have been
identified and an exemption claimed
for the original record and the purposes
underlying the exemption for the origi-
nal record still pertain to the record
which is now contained in this system
of records. In general, the exemptions
were claimed in order to protect prop-
erly classified information relating to
national defense and foreign policy, to
avoid interference during the conduct
of criminal, civil, or administrative ac-
tions or investigations, to ensure pro-
tective services provided the President
and others are not compromised, to
protect the identity of confidential
sources incident to Federal employ-
ment, military service, contract, and
security clearance determinations, to
preserve the confidentiality and integ-
rity of Federal testing materials, and
to safeguard evaluation materials used
for military promotions when fur-
nished by a confidential source. The ex-
emption rule for the original records
will identify the specific reasons why
the records are exempt from specific
provisions of 5 U.S.C. 552a.

(14) System identifier and name:
DHRA 02, PERSEREC Research Files.

(i) Exemption: (A) Investigative ma-
terial compiled solely for the purpose
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of determining suitability, eligibility,
or qualifications for federal civilian
employment, military service, federal
contracts, or access to classified infor-
mation may be exempt pursuant to 5
U.S.C. 552a(k)(5), but only to the extent
that such material would reveal the
identity of a confidential source.

(B) Therefore, portions of this system
may be exempt pursuant to 5 U.S.C.
562a(k)(6) from the following sub-
sections of 5 U.S.C. 552a(c)(3), (d), and
(e)@).

(i1) Authority: 5 U.S.C. 552a(k)(5).

(iii) Reasons: (A) From subsection
(c)(3) and (d) when access to accounting
disclosures and access to or amend-
ment of records would cause the iden-
tity of a confidential source to be re-
vealed. Disclosure of the source’s iden-
tity not only will result in the Depart-
ment breaching the promise of con-
fidentiality made to the source but it
will impair the Department’s future
ability to compile investigatory mate-
rial for the purpose of determining
suitability, eligibility, or qualifica-
tions for Federal civilian employment,
Federal contracts, or access to classi-
fied information. Unless sources can be
assured that a promise of confiden-
tiality will be honored, they will be
less likely to provide information con-
sidered essential to the Department in
making the required determinations.

(B) From (e)(1) because in the collec-
tion of information for investigatory
purposes, it is not always possible to
determine the relevance and necessity
of particular information in the early
stages of the investigation. In some
cases, it is only after the information
is evaluated in light of other informa-
tion that its relevance and necessity
becomes clear. Such information per-
mits more informed decision-making
by the Department when making re-
quired suitability, eligibility, and qual-
ification determinations.

(15) System identifier and name:
DCIFA 01, CIFA Operational and Ana-
lytical Records.

(i) Exemptions: This system of
records is a compilation of information
from other Department of Defense and
U.S. Government systems of records.
To the extent that copies of exempt
records from those ‘other’ systems of
records are entered into this system,
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OSD hereby claims the same exemp-
tions for the records from those ‘other’
systems that are entered into this sys-
tem, as claimed for the original pri-
mary system of which they are a part.

(i) Authority: 5 U.S.C. 552a(j)(2),
XD, (k)(2), (K)(3), (k)4), (k)(5), (k)(6),
and (k)(7).

(iii) Records are only exempt from
pertinent provisions of 5 U.S.C. 552a to
the extent (1) such provisions have
been identified and an exemption
claimed for the original record and (2)
the purposes underlying the exemption
for the original record still pertain to
the record which is now contained in
this system of records. In general, the
exemptions are claimed in order to pro-
tect properly classified information re-
lating to national defense and foreign
policy, to avoid interference during the
conduct of criminal, civil, or adminis-
trative actions or investigations, to en-
sure protective services provided the
President and others are not com-
promised, to protect the identity of
confidential sources incident to Fed-
eral employment, military service,
contract, and security clearance deter-
minations, and to preserve the con-
fidentiality and integrity of Federal
evaluation materials. The exemption
rule for the original records will iden-
tify the specific reasons why the
records are exempt from specific provi-
sions of 5 U.S.C. 552a.

[66 FR 53168, Sept. 1, 2000, as amended at 66
FR 41780, Aug. 8, 2001; 68 FR 8722, Feb. 25,
2003; 68 FR 24881, May 9, 2003; 70 FR 34657,
June 15, 2005]
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investigative

§312.1 Purpose.

Pursuant to the requirements of the
Privacy Act of 1974 (6 U.S.C. 552a) and
32 CFR part 310—DoD Privacy Pro-
gram, the following rules of procedures
are established with respect to access
and amendment of records maintained
by the Office of the Inspector General
(OIG) on individual subjects of these
records.

[68 FR 37969, June 26, 2003]

§312.2 Definitions.

(a) All terms used in this part which
are defined in 5 U.S.C. 552a shall have
the same meaning herein.

(b) As used in this part, the term
“‘agency’” means the Office of the In-
spector General (OIG), Department of
Defense.

§312.3 Procedure for requesting infor-
mation.

Individuals should submit written in-
quiries regarding all OIG files to the
Office of Communications and Congres-
sional Liaison, ATTN: FOIA/PA Office,
400 Army Navy Drive, Arlington, VA
22202-4704. Individuals making a re-
quest in person must provide accept-
able picture identification, such as a
current driver’s license.

[68 FR 37969, June 26, 2003]

§312.4 Requirements for identifica-

tion.

Only upon proper identification will
any individual be granted access to
records which pertain to him/her. Iden-
tification is required both for accurate
record identification and to avoid dis-
closing records to unauthorized indi-
viduals. Requesters must provide their
full name and as much information as
possible about the record being sought
in order that a proper search for
records can be accomplished. Inclusion
of a telephone number for the requester
is recommended to expedite certain
matters. Requesters applying in person
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